Emerging Ransomware Groups 2025: Threats,
Tactics and Digital Risk Protection

Why Ransomware Keeps Changing

Ransomware is malicious software that locks files or steals data and then demands payment,
and it remains one of the costliest cyber threats for schools, hospitals and businesses. Every
time police shut down a famous gang, new crews appear within weeks, so threat intelligence
about emerging ransomware groups 2025 matters to every cybersecurity student. Think of it
like a street market where one stall is closed and three smaller stalls open nearby selling the
same goods. This guide explains who these groups are, how they work, and how digital risk
protection helps organisations spot danger before the lock screen appears.
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What Are Emerging Ransomware Groups?

An emerging ransomware group is a criminal crew that has recently appeared, rebranded, or
suddenly grown from a minor player into a serious threat. Many of them are built on
ransomware-as-a-service, where developers rent their malware to affiliates who carry out the
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actual break-ins. Because the barrier to entry is low, even a small team with modest technical
skill can launch a damaging campaign. Understanding this definition is the first step toward
building a realistic cyber defence plan.

Simple Definition for Students

Imagine a franchise restaurant, where the head office supplies the recipe and the local owners
serve the customers. Ransomware-as-a-service works the same way, because developers
supply the malware and affiliates attack victims and share the profit. This is why one group
name often hides dozens of independent attackers.

How They Differ from Established Gangs

Established gangs such as LockBit built a global brand over several years, while newer crews
often stay small, move fast, and change names when attention grows. They usually avoid
publicity, reuse leaked ransomware code, and recruit affiliates from forums run by displaced
criminals. This makes their behaviour harder to predict than that of older, well-documented
groups.

Why Emerging Ransomware Groups 2025 Matter So Much

Chainalysis reported that ransomware payments in 2024 fell to roughly 814 million US dollars,
about a third lower than the previous year. That drop did not mean the problem disappeared,
because attackers adapted by hitting more victims for smaller sums and by relying on data theft
alone. IBM's 2025 Cost of a Data Breach report also put the global average cost of a breach at
about 4.44 million US dollars. These numbers show that even a "quieter" year still leaves
organisations facing heavy financial and reputational damage.

The Rise of Ransomware-as-a-Service

Ransomware-as-a-service lets criminals specialise, so one person writes code, another buys
stolen access, and a third negotiates the ransom. This division of labour makes attacks faster,
cheaper and easier to repeat. It also means that arresting one developer rarely ends the wider
operation.

Law Enforcement Pressure and Group Splintering

Operation Cronos, led by the UK National Crime Agency in February 2024, disrupted LockBit's
infrastructure and exposed its inner workings. After such takedowns, affiliates do not retire but
simply move to rival programmes or start their own brands. This splintering effect is the main
reason new names keep appearing on leak sites.

Emerging Ransomware Groups 2025 to Watch



No single list can cover every crew, because the criminal landscape changes almost weekly.
The groups below were widely reported by security researchers and government agencies as
active or fast-rising around 2024 and 2025, so treat them as examples rather than a complete
ranking. Studying them gives you a practical sense of how modern double extortion campaigns
are planned and executed. Always check the latest advisories from agencies such as CISA,
because group names and activity levels shift quickly.

Qilin

Qilin, also tracked under the name Agenda, became one of the most active groups after other
big operations went quiet. It was linked to the June 2024 attack on Synnovis, a pathology
provider serving London hospitals. That incident showed how a single supplier breach can delay
blood tests and disrupt patient care.

Akira

Akira appeared in 2023 and was the subject of a joint #StopRansomware advisory from CISA
and the FBI. Researchers have repeatedly linked its intrusions to stolen credentials and weakly
protected remote-access VPN services. Its steady growth proves that basic security gaps are
still the easiest way in for attackers.

DragonForce

DragonForce drew public attention in 2025 when it was associated with attacks on major UK
retailers, according to news reports and security analysts. The group promotes a cartel-style
model that lets affiliates use its tools under their own brand names. This approach blurs the line
between one gang and many, which makes attribution harder for investigators.

RansomHub

RansomHub emerged in early 2024 and quickly attracted affiliates, but its leak site reportedly
went offline in April 2025. Many of those affiliates were then believed to have moved to rival
groups. The story is a good reminder that a disappearing brand rarely means a disappearing
threat.

Common Tactics Used by New Ransomware Crews

Modern attackers rarely rely on a single trick, and they usually combine stolen access, quiet
movement inside the network, and public pressure. Initial access brokers sell logins to the
highest bidder, which saves ransomware crews weeks of effort. Once inside, attackers disable
backups, copy sensitive files, and only then launch the encryption stage. Learning these steps
helps defenders break the chain at several points instead of waiting for the final alarm.

Initial Access Through Stolen Credentials and Unpatched Systems
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Most intrusions begin with a phished password, an exposed remote desktop, or a security flaw
that nobody patched. Attackers often buy valid logins from initial access brokers instead of
hacking in the hard way. Multi-factor authentication and fast patching close many of these doors.
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Double Extortion and Data-Only Extortion

In double extortion, criminals steal data first, encrypt systems second, and threaten to publish
files unless the victim pays. Some newer crews skip encryption entirely and demand money only
to keep the stolen data private. Good backups help with recovery, but they cannot stop the leak
of confidential information.

Social Engineering and Help-Desk Fraud
Some crews phone IT help desks and pretend to be staff members who need a password reset.

This human-centred trick bypasses technical controls because the support agent grants the
access willingly. Staff training and strict identity checks are therefore as important as firewalls.

How Digital Risk Protection Helps Against Emerging Threats

Digital risk protection is a security approach that watches the open web, social platforms and
criminal forums for signs that your organisation is being targeted. It combines dark web
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monitoring, leaked credential alerts, brand abuse detection and attack surface management in
one workflow. Instead of waiting for an alarm inside your network, you learn that your data is for
sale or your domain is being copied. For students, the easiest comparison is a neighbourhood
watch that notices a stranger photographing your house long before a burglary happens.

Dark Web Monitoring and Leak Detection

Specialists search ransomware leak sites and criminal marketplaces for company names,
employee emails and stolen documents. When a match appears, the security team can reset
passwords and notify affected parties right away. Early notice often turns a major breach into a
manageable incident.

Attack Surface Management

Attack surface management maps every internet-facing server, cloud bucket and forgotten test
site that belongs to your organisation. Attackers love these neglected assets because nobody is
watching them. Regular scanning reveals them first so that your team can fix or remove them.

Practical Steps to Reduce Ransomware Risk

You do not need an enormous budget to improve your odds, because the basics still stop a
large share of attacks. A written incident response plan, tested backups and strong access
controls form the foundation of any sensible defence. Combining these habits with continuous
threat intelligence keeps your protection current as new groups appear. The checklist below
turns the advice into clear actions that any team can start this month.

Enable multi-factor authentication on email, VPN and administrator accounts.
Patch internet-facing systems quickly, starting with remote access tools.
Keep offline, tested backups and practise restoring them regularly.

Segment networks so one infected computer cannot reach everything.

Train staff to question unusual password reset and payment requests.

Use digital risk protection to monitor leaked credentials and brand abuse.

A Real-Life Example: The Synnovis Attack

In June 2024, the Qilin group attacked Synnovis, a pathology services partner for several
London hospitals. Blood testing was disrupted, operations were postponed, and staff had to fall
back on manual processes for weeks. Public reporting later confirmed that stolen patient-related
data was published online after the ransom was not paid. The case shows that ransomware
harms real people and that supplier risk can be just as dangerous as your own weaknesses.

Lesson for Beginners
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The key lesson is that organisations are only as safe as the vendors they rely on. Always ask
suppliers how they handle backups, access control and incident response. A small question
during onboarding can prevent a very large problem later.
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Warning Signs of a Ransomware Attack

Early detection is often the difference between a minor scare and a full shutdown. Attackers
usually spend days inside a network before they encrypt anything, which gives alert teams a
valuable window to act. Monitoring tools, log reviews and employee reports all help catch
unusual behaviour in time. Watch for the following signals and escalate them immediately to
your security contact.

Unexpected logins at odd hours or from unfamiliar countries.

Security tools or backup software suddenly switched off.

Large volumes of data leaving the network without explanation.

Unknown administrator accounts or newly installed remote access software.
Files renamed with strange extensions or ransom notes appearing on screens.

FAQ: Frequently Asked Questions

What does ransomware actually do to a computer?



Ransomware encrypts files so that users cannot open them without a secret key. Many modern
versions also copy the data first so that criminals can threaten to leak it. The victim then
receives a note explaining how to pay and how long they have.

Should a victim pay the ransom?

Law enforcement agencies generally advise against paying because payment does not
guarantee recovery and encourages more attacks. Some victims still receive broken decryption
tools or find that the stolen data is leaked anyway. Anyone facing this decision should speak to
legal advisers, insurers and national cyber authorities first.

How do attackers usually get in?

Common entry points include phishing emails, stolen or reused passwords, exposed remote
desktop services and unpatched software. Criminals also buy access from brokers who
specialise in selling network logins. Closing these doors greatly reduces the chance of a
successful attack.

Are small businesses really at risk?

Yes, because attackers often see small firms as easier targets with fewer security staff and
weaker backups. Automated scanning tools let criminals find vulnerable systems regardless of
company size. Basic habits such as updates, backups and multi-factor authentication give small
teams strong protection.

What should be the first step after an infection?

Isolate the affected devices from the network immediately so that the malware cannot spread
further. Then contact your security team or incident response provider and preserve logs for
investigation. Report the incident to the relevant authorities and avoid wiping systems before
experts advise you.
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